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component vs System level Failures
So far we have discussed a suite of KQ techniques
for a data driven model
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But all these models live within a complex autonomy
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E How can we model identify repair component
level errors that cause system level degradation



9yMODELHowdo we mathematically model component level
errors that cause system level degradation

Broadly all methods that study this problem

end up tackling something that looks like this

trajectory resulting fromexecuting
system when component

sees inputx

EX
find sit Cost leftxiNNleftxrightrightgeqdelta

inputs into the
learned componentfunction that
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performance safety risk
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behavior.Intuitivelywe want to find inputs into our

componentthatcause our system to degrade Then we can define

anomaly
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as the set of all system level anomalies

IDENTIFYOk
but how do we practically instantiate this

seems really hard and it is but lets look

two case studies to understand



case study 1 Perception Module
From Chakraborty Bansal Discovering closed loopFailuresof

vision Based controllers RA L 2023

The setup You have an aircraft w camera on rightwing
The true state dyns of

D
system are modelled as
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The learned perception model is a CNN takes

as input the image It and returns an estimated px 0
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Then a proportional controller P ctrl steers the aircraft
towards the centerline

pileftItrighttanleft074hatpx044hatthetarightx
The failure states of the overall system are the aircraft

leaving the runway Fleftxleftpxrightgeq10right
Thus our goal is fInot sit tinleft0TrightxipileftItright t E

Q what type of problem does this remind youof



A key IDEA we can pose this as a reachability problem
But searching over space of all Iot is too high D
We can exploit a trick here to reduce dimensionality

In simulation we know the sensor mapping fromany
time state xt to the image I1 t let ItSleftxtEright
be this sensor map from the state xt in environment

So we can rewrite

vpileftItrightpileftSleftxtErightrightRightarrowhatpileftxtright
This is the closed loop
state feedback

policyNowcompute the BRT for all true states

BRT xexiststauinleft0TrightzetaxhatpilefttaurightinmathcalF
And then transform it into the image space to get
the set of all failure inputs

BR I TISleftxEright I xinBRTx
Recipe get closed loopdyns via uniform sampling

over state space x thenrendering I getting a
2 computing BRII to get set of images thatwill lead to failures

compared to foud simulation methods
Machability 6.5 hours most time on rendering
furd sim 67.5 DAYS



CASESNDY2_ Trajectory Forecasting
From Nakamura Tian Bajesy Not All Errors Are Made

Equal CORL 2024

Thefetupe we have a learned trajestoryforecastingmodel
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Deploy the robot for T timesteps in real world in Nscenarios

ex diff init conds environments cities etc and collect

D to t aft aft n

Find Feinstein action

This data contains real interactions btwn the agents robot

we want to find Dfai which have systemlevel

predictionfailues errors were poorpredictions degraded perform



Elements Why not construct Dfail as all scenarios
where the predicted us real actions of a deviated
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REPAIRD
Identification is hard repair is even harder But there

are two main techniques

syteenfihtaeetetam.at component

Montort back planning
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and re train the prediction model It Cpxd

in paper from above re training results in a 20

decrease in the BRII after re training and 10

error reduction in the prediction error

In the trajectory forecasting case study we can

If you fine tune model on only fail
which is 77 less data than D
reduces regret and collision cost

during re deployment by 53 65

respectively But if you only
component Refrit's fine tune on LOW REGRET DATA youIla all e

don't see statistially significant improvement


